

    
      
          
            
  
Welcome to Read the Docs

This is an autogenerated index file.

Please create an index.rst or README.rst file with your own content
under the root (or /docs) directory in your repository.

If you want to use another markup, choose a different builder in your settings.
Check out our Getting Started Guide [https://docs.readthedocs.io/en/latest/getting_started.html] to become more
familiar with Read the Docs.
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  <p align=”center”><img src=”server/public/img/logo.png” width=”48px”/></p>

<p align=”center”><b>Blobbackup</b></p>

<p align=”center”><a href=”https://blobbackup.com”>https://blobbackup.com</a></p>

<p align=”center”>Private, Secure Computer Backups</p>
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  # Client

This is the Blobbackup Mac and Windows application.

All GUI code is written using [PyQt6](https://www.riverbankcomputing.com/software/pyqt/), platform specific binaries are made using [Pyinstaller](https://pyinstaller.readthedocs.io/en/stable/), and the backup engine under the hood is [Restic](https://github.com/restic/restic).



            

          

      

      

    

  

    
      
          
            
  # Original

This is the original Blobbackup app that doesn’t have it’s own storage. It’s still maintained but I’ll be prioritizing the new offering.

<p align=”center”><img src=”docs/docs/images/logo.png” width=”48px”/></p>

<p align=”center”><img src=”docs/docs/images/gui.png” width=”500px”/></p>

BlobBackup is a minimalistic backup utility for your Windows,
Mac or Linux computer. With an excellent engine, extensive storage support,
and an easy to use interface, this adorable little guy is all you need to
sleep better at night knowing your precious data is protected! Made with
lots of :heart:

Detailed documentation can be found [here](https://blobbackup.readthedocs.io).
Download the latest stable version [here](https://github.com/bimbashrestha/BlobBackup/releases).
New releases for each operating system will be uploaded on Github and
announced on our [subreddit](https://reddit.com/r/blobbackup).

## Installation

You can either download the pre-compiled packages for your operating system
or install the blobbackup package using pip. For Windows and Mac users,
the recommended way is to use the pre-compiled packages. For Linux users,
it’s to use pip.

[Windows](https://github.com/bimbashrestha/BlobBackup/releases/download/v1.0.0.beta2/BlobBackup_windows_amd64_v1.0.0.beta2.exe) |
[OSX](https://github.com/bimbashrestha/BlobBackup/releases/download/v1.0.0.beta2/BlobBackup_osx_amd64_v1.0.0.beta2.dmg) |
[Linux](https://github.com/bimbashrestha/BlobBackup/releases/download/v1.0.0.beta2/BlobBackup_linux_amd64_v1.0.0.beta2.zip)

```
# Or alternatively, you can just use install from pip directly
# Installations have only been tested with python 3.7 but it
# will likely work just fine on all 3.X versions

git clone https://github.com/bimbashrestha/blobbackup
cd blobbackup
pip install .
blobbackup
```



            

          

      

      

    

  

    
      
          
            
  # Backup

Creating a backup requires two things: 1) configuring your storage
and 2) configuring your backup parameters. You can also “connect”
to already configured backup storages when you do a restore.

## Configuring your Storage

The first step is to configure your storage. If you’re using BlobBackup
for the first time, you’ll see a window like this. Click on “Add New.”
If you are using BlobBackup and you already have a Backup configured,
you can find the “Add New” button under the “File” menu.

![](images/configuring-your-storage-1.png)

From the dialog box that opens, select the storage that you’d like to
configure. Specific instructions for each storage provider are in
their respective sections below. In the configuration window for each
storage, you can hover over the field names for a brief description
of what the field means.

## Local Directory

![](images/local-directory-1.png)


	Backup Name: Something informative to help you remember your backup




by.
* Password: The password that is used to encrypt all your data. Keep
this somewhere safe like a password manager or a secure notebook. If you
lose this password, your data is gone!
* Local Directory: The directory where you’d like your data to be backed
up.

### Mounted Storage

Network storage like a NAS or another computer will have to be accessible
in your file system for BlobBackup to write to them. Mounting your
external storage on your file system is a good way to do this.

`
Note: All the storage are supported. Documentation for them is coming
soon:)
`

## Amazon AWS S3

![](images/amazon-aws-s3-1.png)


	Backup Name: Something informative to help you remember your backup




by.
* Password: The password that is used to encrypt all your data. Keep
this somewhere safe like a password manager or a secure notebook. If you
lose this password, your data is gone!
* AWS Key Id: The AWS Access Key Id for your bucket.
* AWS Key: The AWS Secret Access Key for your bucket.
* Bucket name: The name of the S3 Bucket that you would like your backups
to go to. It must already exist. BlobBackup will not create buckets for you.
* Prefix: The path that will be added before every object that BlobBackup
uploads. This is required.
If you are creating multiple backups to the same bucket, just set this
field to something unique for each backup.

## Google Cloud Storage

![](images/google-cloud-storage-1.png)


	Backup Name: Something informative to help you remember your backup




by.
* Password: The password that is used to encrypt all your data. Keep
this somewhere safe like a password manager or a secure notebook. If you
lose this password, your data is gone!
* Credentials: The Service Account json file with read/write access to your
bucket. Can be downloaded from the Google Cloud Console.
* Project Id: The project Id or name that contains your bucket. Can be found in
the Google Cloud Console.
* Bucket Name: The name of your Google Cloud Storage bucket. It must already
exist. BlobBackup will not create buckets for you.
* Prefix: The path that will be added before every object that BlobBackup uploads.

## Microsoft Azure Blob

![](images/microsoft-azure-blob-1.png)


	Backup Name: Something informative to help you remember your backup




by.
* Password: The password that is used to encrypt all your data. Keep
this somewhere safe like a password manager or a secure notebook. If you
lose this password, your data is gone!
* Connection: The connection string for your container. This can be found in the
Azure web portal.
* Container: The name of your storage container on Azure. It must already exist.
BlobBackup will not create containers for you.
* Prefix: The path that will be added before every object that BlobBackup uploads.

## Backblaze B2

You can use BlobBackup to create backups to Backblaze B2 buckets.
Before you configure BlobBackup with B2, you will have to create your
bucket first. You can do this from the B2 web portal.

Note: Make sure to set the lifecycle settings for B2 to “keep only
the last version”. BlobBackup will handle versioning for you so
this is unnecessary.

![](images/backblaze-b2-1.png)


	Backup Name: Something informative to help you remember your backup




by.
* Password: The password that is used to encrypt all your data. Keep
this somewhere safe like a password manager or a secure notebook. If you
lose this password, your data is gone!
* B2 key Id: Your B2 master key id or application key id.
* B2 app key: You B2 master key or application key.
* Bucket name: The name of your bucket on B2.
* Prefix: The path inside your bucket where backups will go. This is required.
If you are creating multiple backups to the same bucket, just set this
field to something unique for each backup.

## Generic S3 Compatible Storage

![](images/generic-s3-compatible-storage-1.png)


	Backup Name: Something informative to help you remember your backup




by.
* Password: The password that is used to encrypt all your data. Keep
this somewhere safe like a password manager or a secure notebook. If you
lose this password, your data is gone!
* S3 URL: The endpoint URL of the S3 compatible storage.
* Key Id: Your S3 compatible storage Access Key Id.
* Key: S3 compatible storage Secret Access Key.
* Bucket name: Your S3 compatible storage bucket. It must already exist.
BlobBackup will not create buckets for you.
* Prefix: The path that will be added before every object that BlobBackup
uploads. This is required.
If you are creating multiple backups to the same bucket, just set this
field to something unique for each backup.

## SFTP

![](images/sftp-1.png)


	Backup name: Something informative to help you remember your backup




by.
* Password: The password that is used to encrypt all your data. Keep
this somewhere safe like a password manager or a secure notebook. If you
lose this password, your data is gone!
* Private key: The path to your private RSA key. If you leave this blank,
BlobBackup will try to use your user’s default ssh private key located at
~/.ssh/id_rsa
* Password: The password (if you’re using password based login) for your
server. If this is left blank, BlobBackup will assume ssh key based
authentication.
* Server: The url of your server.
* Prefix: The full path inside your server where you want your backups to
go. This folder must already be created ahead of time.

## Configuring your Backup Parameters

The backup configuration window has 5 tabs: Include, Exclude, Schedule,
Retention and Advanced.

![](images/configuring-your-backup-parameters-1.png)

In the include tab, you can select which folders you want included in
your backup. Choose a folder by clicking on the “Add Folder” button.

![](images/configuring-your-backup-parameters-2.png)

In the exclude tab, you can specify glob file rules for which paths get
excluded. For example, if you wanted to exclude everything in your desktop,
you would add an exclude rule like /home/bimbashrestha/Desktop*.

![](images/configuring-your-backup-parameters-3.png)

In the schedule tab, you can set what schedule BlobBackup should run your
backups on. You can pick from Manual, hourly, daily or weekly schedules.
Or you can set backups to go off on specific days of the week.

![](images/configuring-your-backup-parameters-4.png)

In the retention tab, you can set the number of days you want backups to
be preserved for. The default option is to keep backups forever.

![](images/configuring-your-backup-parameters-5.png)

In the advanced tab, you can configure:


	Thread count: which determines the number of threads used to upload




your data to your storage. Increasing this will increase speeds up to
a point.
* Compression level: Higher compression ratios mean smaller files at
the cost of speed. The compression algorithm used is
[Zstandard](https://github.com/facebook/zstd) and the levels map
directly to their levels.



            

          

      

      

    

  

    
      
          
            
  # BlobBackup Data Format

The BlobBackup data format receives inspiration from a number of
wonderful open source projects. Most notably: [Duplicacy](https://github.com/gilbertchen/duplicacy),
[Restic](https://github.com/restic/restic), [Borg](https://github.com/borgbackup/borg), and
[Duplicati](https://github.com/duplicati/duplicati).

## Directory Structure

```
Backup
├── chunks
│   ├── ffec855a0d5062fc1056d13e62c1c77dc5462801e5d40b7485661d47067a351b (1 - 16 MB in size)
│   ├── fff3e0f77130ff74c9d75dd9278ded30ac07c40d9c7a720e575f988f514e58e3 (1 - 16 MB in size)
│   └── fffe2a9e8dfa232e40ada1487264630e6ac19a653be7bc1bcc1e84bb84443231 (1 - 16 MB in size)
│   ├── …
├── keys
│   ├── key-salt (Salt used for key derivation from user password)
│   ├── master-key (Random bytes encrypted with the derived key)
│   └── sha-key (Key used for HMAC hashing encrypted with master)
└── snapshots


├── 2021-02-13-09-26-41 (Format %Y-%m-%d-%H-%M-%S)
├── 2021-02-13-09-28-25
├── 2021-02-13-10-36-41




```

When the user first creates a backup repository, two keys are
randomly generated, the master-key and the sha-key. The sha-key
is encrypted using the master-key before getting stored. And the
master-key is encrypted using a key derived from the user’s
password before getting stored. The key derivation algorithm
used is scrypt.

## Snapshot Format

```
{


“data_format_version”: 1,
“snapshot”: {



	“/home/bimbashrestha/Downloads”: {
	“type”: “dir”,
“mtime”: 1234567.12





},
“/home/bimbashrestha/notes.txt”: {


“type”: “file”,
“mtime”: 1234566.12,
“range”: [0, 4321, 1, 123456]




},
“/home/bimbashrestha/Downloads/download.sh”: {


“type”: “file”,
“mtime”: 1234562.12,
“range”: [1, 123456, 3, 1234]




}




},
“chunks”: [


“ffec855a0d5062fc1056d13e62c1c77dc5462801e5d40b7485661d47067a351b”,
“fff3e0f77130ff74c9d75dd9278ded30ac07c40d9c7a720e575f988f514e58e3”,
“fffe2a9e8dfa232e40ada1487264630e6ac19a653be7bc1bcc1e84bb84443231”




]





}

Snapshot files are encrypted and compressed json files in the format
above.

## Chunking

BlobBackup uses variable length chunking using the buzhash hash algorithm.
The chunker code is adopted from the [Borg](https://github.com/borgbackup/borg)
open source project.

BlobBackup treats all files as one long stream of bytes. That is, if
the end of a file has been reached but the chunker has not reached
a terminating point, then BlobBackup will continue onto the next file
as though it were concatenated. This technique is adopted from the
[Duplicacy](https://github.com/gilbertchen/duplicacy) open source
project.

All chunks are between 1 MB and 16 MB in size to allow for decent
upload speeds.

## Encryption

All BlobBackup files (other than keys/key-salt) are encrypted using
256 bit AES in GCM mode. The format of encrypted blobs is the following:

`
IV || CIPHER_TEXT || MAC
`

The IV and MAC are both 16 bytes in length.

## Compression

BlobBackup uses [Zstandard](https://github.com/facebook/zstd) to
compress chunks before they are encrypted.




            

          

      

      

    

  

    
      
          
            
  ![Logo](images/logo.png)

# BlobBackup Documentation

Welcome to the BlobBackup Documentation. If you find something
confusing, missing or wrong, please file an issue on our
[Github](https://github.com/bimbashrestha/blobbackup) page!

## What is BlobBackup?

BlobBackup is a desktop application for your Windows, Mac or Linux
computer that lets you create encrypted, incremental, and highly space
efficient backups to any storage of your choice while being
extermely easy to use.

![](images/gui.png)

BlobBackup has built-in scheduling, cloud suport, highly efficient
data de-duplication, compression, end to end encryption, file history
and much more. Everything you need to sleep better at night knowing
your data is protected is packaged into one neat, minimalist app.

## Other Backup Programs

BlobBackup takes inspiration from a number of other wonderful backup
tools and hopes to combine many of their best aspects. Backup
tools that were studied in the building of BlobBackup include:
[Restic](https://github.com/restic/restic),
[Vorta/Borg](https://github.com/borgbackup/borg),
[Duplicati](https://github.com/duplicati/duplicati) and
[Duplicacy](https://github.com/gilbertchen/duplicacy). Have a look at
the [Data Format page](format.md) of the documentation if you’re interested
in the internals.

Note: eventually, I’d like to do a comparison of sorts between the tools
listed above and BlobBackup…eventually:)

## Frequently Asked Questions

### Can I use BlobBackup for Free?

Yes! BlobBackup is licensed under GPLv3 and hence FOSS (Free and Open Source).

### What Storage Providers does BlobBackup support?

BlobBackup supports Local, Network and most major cloud storage providers. You
can check out the [backup page](backup.md) to see what is currently suported.
New storages will be added based on user demand and I’m looking into an
[Rclone](https://rclone.org) integration as well.

### Are Concurrent Backups Supported?

So BlobBackup runs a prune operation after every backup operation to clean
up any orphan chunks in the repository. This means that for concurrent backups
to work, backups and deletions should be allowed to run concurrently.

While the data format lends itself well to lock free operations, lock free
deletion has not been implemented yet. So for the time being, concurrent
backups are not possible.



            

          

      

      

    

  

    
      
          
            
  # Installation

There are a few different ways that you can install BlobBackup.

## Installing a Release

If you are looking to install a release version, you can either
download the latest version directly from our
[home page](https://blobbackup.com) or from the
[Github releases](https://github.com/bimbashrestha/blobbackup/releases)
page.

### Mac

Once you download the Mac version, just open the dmg file and
copy the BlobBackup app into your Applications folder. You will
have to right click > open the application if you’re using
BlobBackup for the first time as the binary has not been
code signed.

If you’re running BlobBackup for the first time, you should grant
the app full disk access from your Mac settings. Otherwise
BlobBackup will prompt you for permission when it encounters a
protected folder.

![](images/install-mac-1.png)

### Windows

Once you download the Windows version, just open the executable
and follow the instructions on screen to setup your application.
You may see a blue window warning you about opening apps from
an unknown publisher. You can click “more info” and run anyway
if you see this. The binary has not been code signed.

### Linux

```
# After unzipping the downloaded version

chmod +x BlobBackup/BlobBackup
BlobBackup/BlobBackup

# Or alternatively if you want BlobBackup to run in the background
BlobBackup/BlobBackup&
```

## Installing from Source

To test a source version, you will need to have a python 3.7
environment set up. The source will likely compile with most
python 3.X versions but it has not been tested with anything
other than 3.7.

Miniconda is a great enviornment management tool and is what
we use when developing BlobBackup. We create a miniconda
python 3.7 environment like this and activate it before following
the other steps.

`
conda create -n py37 python=3.7
conda activate py37
`

First clone the repo.

`
git clone https://github.com/bimbashrestha/blobbackup
`

Install the application

`
pip install .
`

Or if you’re developing

`
python setup.py develop
`

Run it

`
blobbackup
`

Uninstall the application

`
pip uninstall blobbackup
`

## Open BlobBackup Minimized

You might want to open BlobBackup without opening the main window. For
example, if you are adding BlobBackup to your startup script or something
similiar and don’t want to close the window every time. You can do
this by passing the –open-minimized flag to the BlobBackup executable.



            

          

      

      

    

  

    
      
          
            
  # Restore

BlobBackup lets you restore your files to a folder you specify.
On one of your backups, click the Restore button on the toolbar.

![](images/restore-1.png)

Enter your password when prompted and hit Okay. You’ll then see
a dialog pop up. In the new dialog, select the snapshot (point in time)
that you’d like to restore from and the files that you want to
restore from that snapshot. Click Restore To once you’ve selected
some files and specify a destination folder.

![](images/restore-2.png)

After selecting a destination folder, you’ll be asked to confirm
your selection. Hit confirm and your files will be restored!



            

          

      

      

    

  

    
      
          
            
  # Backup Strategy

BlobBackup offers enough flexibility in terms of storage providers,
include/exclude rules and scheduling to be able to craft many
different backup strategies. You should taylor your backup strategy
to your personal needs and data. But in case you don’t know where
to start, this is how I personally use BlobBackup on my computers.

## 3-2-1 Backup Rule

If you haven’t heard of the 3-2-1 backup strategy before, don’t worry.
It’s simple. It just means that at any point in time, you have 3 copies
of the data you want protected, 2 of which will be physically located
in your house and 1 which will be located outside your house.

For example, if you’re trying to protect your tax documents from
last year, the 3-2-1 strategy says that you should have 1 copy on your
computer (the original), 1 on an external hard drive or NAS device,
and 1 on storage located physically outside your house (a cloud provider,
a friend’s computer, a server, etc).

This way, in the event that your computer is stolen, your hard drive goes
“tits up” or (god forbid), your house burns down in a fire,
your tax documents are still recoverable!

## Storage and Overview

I try to follow the 3-2-1 backup rule for all my computer backups.
I have a local NAS device in my home that receives one copy of my
data and a Backblaze B2 bucket that receives another.

I have 3 computers. So on my NAS, I have a folder named
backups that looks like this:

```
/backups


/macbook
/dell-xps
/lenovo




```

And a Backblaze bucket with the same directory layout. Of course,
there is no such thing as a directory without files in cloud object
storage but you get the idea. We’ll let BlobBackup create this
directory structure for us by specifying the appropriate prefix
in the backup configuration.

## What Files to Include/Exclude

I usually backup everything on my home folder and then exclude a
handful of things that I know I won’t ever need to restore.
Specifically, on my Mac, my include/exclude rules look like this.

Include:
`
/Users/bimbashrestha
`

Exclude:
`
/Users/bimbashrestha/Library*
`

Pretty simple. BlobBackup will report files that it skips (because
of permission issues or other errors). When I come across one of
these errors, I have a look at the file. If it’s some obscure
cache or system file that won’t need to be backed up, I just
manually add that to my exclude rules. If it’s something I believe
should be backed up but isn’t, it might be a bug.

For most people, I recommend they start by trying to backup their
entire home folder. If BlobBackup doesn’t complain about anything,
you’re done! If BlobBackup throws an errors or skips a bunch of files,
manually add those skipped files to your exclusions (if they
are unimportant).

## Backup Schedule

On each computer, I create one backup every hour to my NAS and one
backup every 2 hours to my Backblaze B2 bucket. I’ve only had to
restore files a few times and this seems to work well enough for me.
Unless you have several TBs of data, BlobBackup should be able to
complete incremental backups (not initial backups) to any storage
within 30-40 minutes. Generally, it takes much less time.

## Backup Retention

On my local NAS backups, I keep a retention of 30 days and on my
Backblaze B2 bucket, I don’t keep a retention and just let
snapshots accumulate. That might sound space wasteful but BlobBackup’s
compression and de-duplication is good enough that in most cases,
you probably won’t notice the difference between that and having
a 30 day retention.



            

          

      

      

    

  

    
      
          
            
  # Server

This is the Blobbackup web application and api (aka server code) running at:

[https://app.blobbackup.com](https://app.blobbackup.com)

This folder is a [Laravel](https://laravel.com) 8 project.

All crypto and hashing using javascript is done using the Stanford Javascript Crypto Library ([SJCL](http://bitwiseshiftleft.github.io/sjcl/)).



            

          

      

      

    

  

    
      
          
            
  # Website

This is the Blobbackup website running at:

[https://blobbackup.com](https://blobbackup.com)

This is a static site generated using [Jigsaw](https://github.com/tighten/jigsaw). Styling is done with [TailwindCSS](https://tailwindcss.com).



            

          

      

      

    

  

    
      
          
            
  —
extends: _layouts.legal
title: Payment
updated_date: 2022-01-31
section: content
—

# Recurring Billing

BlobBackup will automatically re-bill your credit card each month.

# No Refunds

The free trial is designed to let you experience the service. If you sign up for a subscription, you are welcome to cancel at any time, but we cannot issue any refunds.

# Charge Disputes

If you have any dispute regarding charges to your account, you have 45 days from the date of the charge to dispute it. Please contact our support team regarding any questions concerning a charge.

# Canceling Service

To cancel your subscription, simply sign-in to your Account and delete your payment method.

# Unpaid Accounts

If BlobBackup is unable to re-bill your account during a renewal, computers on your account will stop backing up. Continued non-payment will result in your backed up data being deleted.

# Customer Support

If you have any questions about BlobBackup payments and refunds or need a refund, please contact BlobBackup customer support.



            

          

      

      

    

  

    
      
          
            
  —
extends: _layouts.legal
title: Privacy Policy
updated_date: 2022-01-31
section: content
—

# Privacy Policy

This Privacy Policy explains what personal information is collected and how it is used and protected by BlobBackup LLC., its websites (including www.blobbackup.com), products and services (collectively, the “Service” or “Services”.) BlobBackup defines Personal Information as your name, email address or billing information, or other data that can be reasonably linked to such information. By using the Services, you expressly consent to the use of data as described in this Privacy Policy.

# How BlobBackup Uses Information

BlobBackup is committed to providing a high-performance, secure, easy-to-use online backup service. Data collected is used exclusively with the goal of providing, marketing and improving this service.

BlobBackup encrypts all your computer data locally with your password before sending it to BlobBackup’s storage servers over an encrypted channel. BlobBackup does not store your encryption password anywhere on our servers.

No Spam. BlobBackup will not sell, rent, trade or give away your email address or other contact information to any other organization.

No Spyware/Adware/Malware. BlobBackup software is designed to backup your files online and contains no spyware or other unwanted applications.

No Third Party Advertising. BlobBackup does not intend to advertise for other organizations through its website or email communications.

We aim to provide you an excellent experience with our service. For additional detail on how we handle your data or to contact us with questions, please see the rest of the Privacy Policy below.

# Information Collection

By using the online backup service, the system automatically encrypts and transfers your files to BlobBackup servers. Certain information will be available to BlobBackup such as type of operating system, computer hostname, or MAC address to enable BlobBackup to provide the service or help support you. BlobBackup cannot look at your actual files because they are encrypted with your password.

You may provide information such as your name, email address, or other requested information to purchase or use the service. You may also provide us information when you email or call us, or through feedback and other forms on the website.

# Sharing and Disclosures

BlobBackup uses trusted third parties for services such as billing and customer service software, and certain data is shared with these parties to help provide the Service.

If BlobBackup is involved in a merger, acquisition, or any form of sale of some or all of its assets, we will provide notice before personal information is transferred and becomes subject to a different privacy policy.

# Security

BlobBackup is committed to the security of your data and has put in place industry standard physical and electronic enforcement mechanisms. BlobBackup products automatically encrypt your data before transmission and send the encrypted data using industry-standard Secure Socket Layer (SSL) encryption. Your data is stored in a secure location with access controls for authorized employees only.

# Privacy Policy Changes

BlobBackup may update this Privacy Policy from time to time. We expect these changes to be minor. New policies will be posted to www.blobbackup.com/privacy and, for material changes, we will announce more prominently (including potential email notification.) Your continued usage of the Service expressly constitutes consent.

# Privacy Complaints and Contacting BlobBackup

BlobBackup is committed to protecting your privacy. If you have a privacy complaint, please contact us directly first to attempt to resolve any issue by emailing support@blobbackup.com.



            

          

      

      

    

  

    
      
          
            
  —
extends: _layouts.legal
title: Terms of Service
updated_date: 2022-01-31
section: content
—

Please read this before using BlobBackup products.

This is a legal agreement between you as an individual and BlobBackup, LLC. (“BlobBackup”), and governs the terms and conditions of your use of BlobBackup Products (as defined below) and any updates that may be provided. This Agreement, along with any written documentation expressly incorporated herein by reference and published from time to time by BlobBackup (collectively, the “Agreement”), constitutes the entire agreement between BlobBackup and you regarding BlobBackup Products, and supersedes all prior agreements between the parties regarding the subject matter of this Agreement.

# Definition of Terms

BlobBackup, LLC. is referred to herein as “BlobBackup,” “we,” “us,” or “our.”
You, as the user, are referred to herein as “you,” “user,” or “customer.”
BlobBackup software (whether preinstalled, on a medium, or offered by download), BlobBackup services, BlobBackup websites (including, without limitation, www.blobbackup.com) and all other software, features, tools, websites, documentation and services provided by BlobBackup, LLC. are referred to herein as “BlobBackup Products”, “Products”, “Software” or “Services”.
Access, installation, usage, and/or registration of BlobBackup Products are referred to herein as “use” or “usage”.

To Use BlobBackup Products You Must Agree to these Terms of Service.

By using a BlobBackup Product, you agree to these terms and conditions (“Terms of Service”), the BlobBackup Privacy Policy, and the Payments and Refunds. If you are using the Service in an organization, you are agreeing to these Terms of Service on behalf of that organization. Each time you use a BlobBackup Product, you reaffirm your acceptance of the then-current Terms of Service. If you do not wish to be bound by these Terms of Service, you may discontinue using the BlobBackup Products. You cannot use BlobBackup Products until you have accepted these Terms of Service. You represent and warrant that you have adequate legal capacity to enter into binding agreements such as these Terms of Service.

# Acceptable Use

You are solely responsible for your conduct and your data related to the Service. The Products are made available to you only for your personal use, which use must be in compliance with all applicable laws, rules and regulations and must not infringe or violate third party rights. The Service may be used in a business or other organization. You may not make commercial use of the Software or Service, including but not limited to selling or distributing the Software and/or Service to any third party.

You agree to defend, indemnify and hold harmless BlobBackup, its vendors, and their respective directors, officers, employees and agents from and against all claims and expenses, including attorneys’ fees, arising out of your use of the BlobBackup Products.

# Product License

BlobBackup and its vendors grant you a personal, non-exclusive, non-transferable limited license to install the Products distributed by BlobBackup in object code form only on any computer or device from which you wish to access the BlobBackup service for the sole and exclusive purpose of using the BlobBackup Products in accordance with these Terms of Service.

You agree to install and use a paid subscription to any of the BlobBackup Products on only one device at a time. If you wish to protect multiple devices, each requires a separate paid subscription.

# Restrictions on Use of Products

You may access BlobBackup Products only through the interfaces and protocols provided or authorized by BlobBackup. You agree that you will not access BlobBackup Products through unauthorized means. You may not obtain the communications protocol for accessing the BlobBackup service, the BlobBackup Products, or any other BlobBackup services. BlobBackup may offer Products that limit the time, type of files, storage space, or other features. You agree not to attempt to circumvent these limitations in any way.

# Equipment

You are responsible for obtaining your own Internet access, such as maintaining all telephone, computer hardware and other equipment needed to use the BlobBackup Products. Any charges incurred by you to access BlobBackup are your responsibility.

# User Accounts and Passwords

You are responsible for keeping your password secure. You will be solely responsible and liable for any activity that occurs under your user name. If you lose your password for your account, you may not be able to access your Data.

# Changes to the Service

BlobBackup occasionally will provide automatic upgrades to improve your BlobBackup experience, although these upgrades may not be consistent across all platforms and devices. You agree to take no action to interfere with such automatic upgrades, scanning, and related services. BlobBackup has the right at any time to change, modify, add to or discontinue or retire any aspect or feature of the BlobBackup Products including, but not limited to, the software, hours of availability, equipment needed for access or use, the maximum disk space that will be allotted on BlobBackup servers on your behalf, or the availability of BlobBackup Products on any particular device or communications service. BlobBackup has no obligation to provide you with notice of any such changes.

# Fair Use

BlobBackup reserves the right to terminate or suspend accounts of users who violate these Terms of Service or who BlobBackup deems, in its sole discretion, to be “abusers.” Such users may be notified prior to suspension or termination of their accounts; however, BlobBackup is not required to provide prior notice. Any failure by BlobBackup to enforce this policy will not preclude us from enforcing it at anytime in the future, whether for past or current violations.

# Data Collection and Privacy Policy

BlobBackup Products may require you to register and provide certain personal information to BlobBackup, such as name, e-mail address, date of birth, zip code (the “Personal Information”). If you register for any BlobBackup Product, you agree to provide accurate and complete Personal Information and you agree to keep such information current.

The BlobBackup Privacy Policy describes how BlobBackup collects and uses Personal Information. You consent to BlobBackup’s use of your Personal Information under the terms of the BlobBackup Privacy Policy available at www.blobbackup.com/privacy.

# Disclaimer of Warranty; Limitation of Liability

DISCLAIMER OF WARRANTIES. YOUR USE OF BLOBBACKUP PRODUCTS IS AT YOUR SOLE RISK. THE BLOBBACKUP PRODUCTS ARE PROVIDED “AS IS,” “WITH ALL FAULTS” AND “AS AVAILABLE” FOR YOUR USE, WITHOUT WARRANTIES OF ANY KIND, EITHER EXPRESS OR IMPLIED, UNLESS SUCH WARRANTIES ARE LEGALLY INCAPABLE OF EXCLUSION. SPECIFICALLY, BLOBBACKUP AND ITS VENDORS DISCLAIM IMPLIED WARRANTIES THAT THE BLOBBACKUP PRODUCTS ARE MERCHANTABLE, OF SATISFACTORY QUALITY, ACCURATE, FIT FOR A PARTICULAR PURPOSE OR NEED, OR NON-INFRINGING. BLOBBACKUP AND ITS VENDORS DO NOT WARRANT THAT THE FUNCTIONS CONTAINED IN THE BLOBBACKUP PRODUCTS WILL MEET YOUR REQUIREMENTS OR THAT THE OPERATION OF THE BLOBBACKUP PRODUCTS WILL BE UNINTERRUPTED OR ERROR-FREE, OR THAT DEFECTS IN THE BLOBBACKUP PRODUCTS WILL BE CORRECTED. BLOBBACKUP AND ITS VENDORS DO NOT WARRANT OR MAKE ANY REPRESENTATIONS REGARDING THE USE OR THE RESULTS OF THE USE OF THE BLOBBACKUP PRODUCTS IN TERMS OF THEIR CORRECTNESS, ACCURACY, RELIABILITY OR OTHERWISE. BLOBBACKUP PROVIDES THE BLOBBACKUP PRODUCTS ON A COMMERCIALLY REASONABLE BASIS AND DOES NOT GUARANTEE THAT USERS WILL BE ABLE TO ACCESS OR USE THE BLOBBACKUP PRODUCTS AT TIMES OR LOCATIONS OF THEIR CHOOSING.

LIMITATION OF LIABILITY. BLOBBACKUP’S ENTIRE LIABILITY AND YOUR EXCLUSIVE REMEDY WITH RESPECT TO ANY DISPUTE WITH BLOBBACKUP (INCLUDING WITHOUT LIMITATION YOUR USE OF THE BLOBBACKUP PRODUCTS) IS TO DISCONTINUE YOUR USE OF THE BLOBBACKUP PRODUCTS. BLOBBACKUP AND ITS VENDORS SHALL NOT BE LIABLE FOR ANY INDIRECT, SPECIAL, INCIDENTAL, CONSEQUENTIAL, EXEMPLARY DAMAGE, OR ANY OTHER CLAIM RELATED IN ANY WAY FROM YOUR USE OF BLOBBACKUP PRODUCTS. THESE EXCLUSIONS INCLUDE, WITHOUT LIMITATION, DAMAGES FOR LOST PROFITS, LOST DATA, LOSS OF GOODWILL, WORK STOPPAGE, COMPUTER FAILURE OR MALFUNCTION, OR ANY OTHER COMMERCIAL DAMAGES OR LOSSES, EVEN IF BLOBBACKUP HAD BEEN ADVISED OF THE POSSIBILITY THEREOF AND REGARDLESS OF THE LEGAL OR EQUITABLE THEORY UPON WHICH THE CLAIM IS BASED. BECAUSE SOME STATES OR JURISDICTIONS DO NOT ALLOW THE EXCLUSION OR THE LIMITATION OF LIABILITY FOR CONSEQUENTIAL OR INCIDENTAL DAMAGES, IN SUCH STATES OR JURISDICTIONS, BLOBBACKUP AND ITS VENDORS’ LIABILITY IN SUCH STATE OR JURISDICTION SHALL BE LIMITED TO THE EXTENT PERMITTED BY LAW.

# Modifications to the Terms of Service

In the event that BlobBackup makes material changes to these Terms of Service, all current BlobBackup customers and trial users will be notified via email at least 15 days before the modified Terms of Service go into effect. BlobBackup will email users at the email address(es) provided by each user and is not responsible for invalid addresses or undeliverable email. The modified Terms of Service will be posted on our website at least 15 days in advance of the effective date. You agree to the new posted Terms of Service by continuing your use of the BlobBackup Products. If you do not agree with the modified Terms of Service, your only remedy is to discontinue using BlobBackup Products and cancel your registration.

The provisions of these Terms of Service addressing disclaimers of representations and warranties, limitation of liability, indemnity obligations, intellectual property and governing law shall survive the termination of these Terms of Service.

# Contacting BlobBackup

Users with questions about this Agreement or the Privacy Policy may contact BlobBackup.
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We released version 1.0.8 of the Blobbackup desktop app (Mac and Windows). This update contains several bug fixes and user experience improvements. We highly recommend everyone upgrade to this.

# Bug Fixes


	Fix backup scheduler bug that prevented automatic backups from running after computer sleeps for more than 8 hours.


	Fix Windows task scheduler elevated permissions bug that prevented Blobbackup from starting automatically on startup.


	Fix bug that caused the UI to glitch for a second when backup is terminated by network loss.


	Fix Windows bug where command prompt appeared for a few seconds when running some operations.




# Other Improvements


	Move advanced options into their own tab under app settings.


	Start Blobbackup “silently” on startup without showing the control panel.


	More verbose logging.




# Upgrade Methods

To upgrade to version 1.0.8, just download and install it on your computer (make sure to “Quit” the current app before installing). Your existing Blobbackup installation will automatically be overridden.

Mac Upgrade

Step 0: Quit Blobbackup if it’s currently running using the menu bar icon.

<img src=”/assets/images/mac-quit.png” class=”m-10”>

Step 1: Download version 1.0.8 ([Intel Mac](https://app.blobbackup.com/bin/blobbackup-darwin-amd-1.0.8.dmg), [M1 Mac](https://app.blobbackup.com/bin/blobbackup-darwin-arm-1.0.8.dmg)) and open it.

<img src=”/assets/images/mac-installer.png” class=”md:w-1/2”>

Step 2: Drag the Blobbackup app into the Applications folder.

<img src=”/assets/images/mac-drag.png” class=”md:w-1/2”>

Done! Now just open Blobbackup from your Applications folder.

Windows Upgrade

Step 0: Quit Blobbackup if it’s currently running using the system tray icon.

Step 1: Download version 1.0.8 ([Windows](https://app.blobbackup.com/bin/blobbackup-win-1.0.8.exe)) and open it.

<img src=”/assets/images/win-installer1.png” class=”my-8”/>

Step 2: Follow the steps on the installer and launch Blobbackup at the end.

Done!
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We are excited to launch Blobbackup for Mac and Windows. Backup your entire computer to the cloud for $9 / month. Blobbackup is built with privacy in mind and completely open source. Try it free for 15 days.
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# What is Blobbackup?

Blobbackup is a tool for backing up your computer. For $6 / month, Blobbackup will backup all user-created data on your Mac or Windows device. (Please note that there is a 2,000 GB limit per computer; we’ve found that this limit is well above what most people need).

Blobbackup creates a mirror clone of the current state of your computer every hour (we call this a snapshot). Snapshots are kept for a year. This means that you can recover deleted files or old versions of files going back as far as 1 year.

# How Do I Start Backing Up?

After [signing up](https://app.blobbackup.com/register) for an account with us, you’ll have to download and install Blobbackup on your computer. You can follow our operating system specific guides here: [Mac](/support/how-to-install-blobbackup-on-mac), [Windows](/support/how-to-install-blobbackup-on-windows). (Please note that Blobbackup has not been [code signed](/support/windows-codesign-warnings) yet on Windows so you might see pop up warnings when installing or running the app).

By default, Blobbackup will backup all user-created data on your computer after installation. If you want to change what gets backed up, you can do so from the app Settings.

# How Do I Restore My Data?

Your data can be restored directly from the Blobbackup app. If you’re trying to restore data to a new or formatted computer, you’ll have to first install Blobbackup. You can follow the restore instructions [here](https://app.blobbackup.com/restore) for details (requires signing in).

Because Blobbackup is [end to end encrypted](/blog/what-is-end-to-end-encryption) with your account password, restores are only possible through the app. We don’t offer restores from the website or via physical hard drive shipment.

# How Do I Transfer My Service to Another Computer?

To transfer service from computer A to computer B, first, restore files from computer A to computer B (using Blobbackup; or other means if computer A hasn’t been compromised). Then install Blobbackup on computer B and start a fresh backup. Finally, delete computer A from your account dashboard so that we don’t bill you for it.

(Please note that doing this will not preserve computer A’s backup history; we’re currently working on making backup histories transferable too).

# How Can I Trust Blobbackup With My Data?

We’ve done a few things to make us more trustable: 1) we’re an [open source](https://github.com/blobbackup/blobbackup) company; all of the code behind our software is available to the public for analysis and audit, 2) we’re [end to end encrypted](/blog/what-is-end-to-end-encryption); we encrypt all computer data with your password so we couldn’t see your data even if we wanted to and 3) we’re simple; we don’t provide unnecessary features or complicated services (we backup your computer securely and that’s it).

If you have more questions, we’d be happy to [answer them](/support).
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Open source software is not automatically better than closed source software. It’s the quality of the underlying code that matters. And bad code can be written in public just as easily as it can behind closed doors.

So why do we still stand behind open source?

# Open Source Software vs. Open Source Development

Let’s first distinguish between open source software and open source development. Open source software is any software whose code is available online. Open source development is a philosophy.

Publishing poor code to the internet does not magically make it not poor (even if you slap a GPL license on it). Browse through Github or Bitbucket, and you’ll see thousands of open source software that are unreliable, unmaintained, or painful to use.

Open source development is a way of creating software publically. It’s the culture that enables strangers on the internet (programmers and regular users alike) to shape software together.

Open source development results in open source software but not all open source software comes from open source development.

# Open Source Development is What Matters

Simply publishing code to Github does have some benefits. For one, it provides transparency. Does this software do what it says it does? Now people can verify this themselves by looking at the code.

But transparency alone is often not enough. Bad code is bad code. Whether it’s publically available or not doesn’t change that.

Projects that leverage open source development have an engaged community actively seeking to identify/fix bugs, patch security vulnerabilities, suggest useful features, and generally improve the overall quality of the software.

When you have lots of engaged eyes on a project, it’s hard for glaring bugs to make it into users’ hands.

# Open Source is an Antidote to Companies Going Bust

Everyone hates to see it but good companies with solid products disappear all the time. When that happens, their users suffer.

Open source development is the only reliable antidote to this. Even if a company goes bust, if they’re open source, not all is lost. Their code is still available (and likely forked several times), there is still community support and most importantly, you can still use their software!

Using openly developed software is a way of not putting all your eggs in one basket.
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If you [sign in](https://app.blobbackup.com) to your Blobbackup account, you’ll notice a new menu item.

<img src=”/assets/images/groups-dashboard.png” class=”my-10”>

It’s our new Group feature! With Groups, you can pay for other users’ backups. It includes simple monitoring and email alerts, so it’s well suited for families and small businesses.

To get started, click on the “My Group” on the sidebar and “open” your group up to new users by clicking the toggle at the top of the page.

<img src=”/assets/images/groups-toggle.png” class=”my-10”>

Once your Group is open, you can send your custom invite link to new users.

<img src=”/assets/images/groups-copy.png” class=”my-10”>

New users will have to enter their email and password on the invite page.

<img src=”/assets/images/groups-invite.png” class=”my-10”>

After a user signs up using your link, you can accept them into your Group.

<img src=”/assets/images/groups-accept.png” class=”my-10”>

And you’re done! You will be billed for the backups of all accepted users.

# A Note on Privacy

Each group user’s backups are encrypted with their password. As the group owner, you won’t be able to restore other users’ computer data. You can remove their backups or their access to Blobbackup at any time though.
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You accidentally spilled coffee, tea, or another beverage on your computer. Unfortunately, liquid and electronics don’t mix well, but if you act fast, you might be able to save yourself from data loss (and having to purchase another computer).

# Turn Off Your Computer

Live electronics with power running through them should never come in contact with liquid. The longer this happens, the more likely data loss will occur. Do the following immediately:


	Power off your computer. Press and hold the power button on your laptop or desktop until the screen goes dark. This will force your computer to shut down.


	Unplug your computer’s power cable from the outlet and the computer itself.


	If your laptop has a removable battery, take it out, dry it off with a paper towel and leave it aside.




# Dry Your Computer

Dry off as much of the computer as you can. Dab all the areas where you see the liquid with a paper towel. Use as many paper towels as necessary. Avoid reusing the same piece on different areas of the computer as it may be wet.

If you have a laptop, fold it partially into a “V” shape and then place it with the keyboard facing down on a towel or some paper towels. Doing this will allow the liquid trapped underneath your keyboard to drain out. Give your laptop a gentle shake or two to help with the draining.

<img src=”/assets/images/spilled-liquid-laptop-upside-down-v.jpg” class=”my-8”>

You might see a bit of liquid drain out or a lot. Either way, you’re increasing the odds of your laptop surviving.

# Wait and Let Fully Dry

After drying your computer by hand, leave it somewhere with a lot of direct sunlight to let it dry more (with the keyboard facing down). The longer you can leave your computer out to dry, the better.

I’d recommend waiting at least 7-8 hours. Liquid trapped deep in your computer’s internals can take a while to drain or evaporate. So let your computer dry for 2-3 days without powering it on if you have the time.

If some liquid got on the power cable, you should also leave that out to dry.

# Attempt to Power On

After you’ve given your computer ample time to dry off (again, you should err on the side of waiting longer), attempt to turn it on. Plug your computer into an outlet and press the power button. If you’re lucky, you’ll see your screen light up, and you can breathe a deep sigh of relief.

To reduce the likelihood of data loss in the future, consider keeping backups of your data. You can do this manually by copying files to an external hard drive or thumb drive. Or better yet, you can use an automatic cloud backup tool. In my humble (albeit biased) opinion, [Blobbackup](/) is an excellent option. :-)

# Computer Didn’t Turn On?

If your computer doesn’t turn on, you still have some options.

Wait a Little Longer

As I mentioned above, liquid trapped deep in your computer’s internals can take a long time to leave your system. I know it’s hard to be patient right now, but if you can, this is the easiest thing you can do to save your computer.

Note that your computer hardware might be severely damaged depending on how much and what type of liquid you spilled. And if your computer still doesn’t turn on after letting it dry for 4-5 days, it’s unlikely that waiting any longer will help.

Consider Your Warranty Options

Contact your laptop’s manufacturer to see if your computer is covered by a warranty. Do not open the chassis before contacting your manufacturer, as doing so will almost certainly void your warranty if you have one.

Note that spilling liquid on your computer could by itself void your warranty. In this case, you might be able to get your computer inspected for free but still be asked to pay for the actual repairs.

Open the Chassis and Let Dry (Voids Warranty)

Opening your computer chassis will void your warranty, so only do this if you are no longer covered (or if you don’t care about voiding).

Every computer is designed differently. So your best bet for opening your chassis is to find an online article or video specific to your computer model. I’d recommend going on YouTube and searching for something like “open chassis of [Computer Model].”

Only do enough work to expose your computer’s internals. On a laptop, this means just removing the back cover. Do not, for example, attempt to remove the motherboard.

<img src=”/assets/images/laptop-internal.webp” class=”my-8”>

Once your chassis is open, dry any apparent liquid by dabbing it with a paper towel as before. Then, leave your computer out to dry in direct sunlight. I recommend waiting 2-3 days before attempting to turn on your computer again.

Computer Repair Shop

If your computer is still dead, take it to a professional shop for repairs.
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Digital safety is not just a concern for businesses and governments. Anyone who cares about their data should take precautions to protect it. Thankfully, you don’t need to be a computer whiz to build some good digital habits.

Keep these 4 commandments and you’ll ward off most digital threats.

# 1. Thou Shall Use a Password Manager

Do you use the same (or similar) password on all your online accounts? If you’re like most people, you probably do. If even one of those accounts is compromised, your entire life could be turned upside down.

You should use a unique password for every account. Doing this yourself is hard because you can’t remember fifty passwords. But doing this with a password manager (eg: [Bitwarden](https://bitwarden.com), [1Password](https://1password.com), [LastPass](https://lastpass.com)) is extremely easy. Don’t let that sketchy and insecure website you signed up for (you know the one) ruin you. Use a password manager.

# 2. Thou Shall Backup Your Computer

When was the last time you backed up all your important files? Last month? Last year? Never? Losing your data is not fun. Your precious photos, financial records or homework could disappear forever in an instant without a good backup.

Setting up a good backup system might seem time-consuming and intimidating. But thanks to tools (eg: [Blobbackup](/), [Backblaze](https://backblaze.com), [Crashplan](https://crashplan.com)), it’s not. You could have your entire computer securely backing up to the cloud within 5 minutes. Do it before it’s too late.

# 3. Thou Shall Use 2 Factor Authentication

Sometimes you can do everything right and still get screwed. You can use unique passwords everywhere and a hacker might still guess your credentials. 2 factor authentication is your last line of defense. It’s what stops a hacker even if they know your password.

If a website has ever sent a numeric code to your phone before granting access, you’ve seen 2 factor authentication in action before. Some websites (like online banking) may require 2 factor authentication, but most will ask you to opt in. Opt in whenever possible so that you have a digital last line of defense.

# 4. Thou Shall Keep Your Software Updated

You’re hard at work on your computer or phone and a message pops up saying “a software update is available.” You’re busy so you click “cancel” instead of “install now” thinking you’ll get to it when you have some time. But you never get to it. Sound familiar?

Software updates may not seem important but they are. They often fix security issues and bugs that hackers know they can take advantage of. You don’t have to click install immediately every time (sometimes you simply have better things to do), but don’t make procrastinating on software updates a habit.
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End to end encryption (E2E) is a phrase that gets thrown around often. Look through the website of any company that handles sensitive data and you’ll see it. But what does end to end encryption actually mean?

Let’s look at plain old encryption first. When you open a website on your browser, you create a connection between your computer and the server that runs that website. By default, this connection is unprotected. Any data sent from your computer is visible to the public.

Thankfully, smart people in the early days of the internet came up with a way to make this better. Secure Socket Layer (SSL) technology allows your computer to create a protected connection between it and the server running the website.

The cornerstone of SSL is encryption. Encrypting data is like putting something inside a lock box. Without the key, you can’t really do much. SSL puts your data inside a lock box before sending it through the internet. And only the recipient of the lock box has the key.

That’s plain old encryption. It’s what makes it possible to use the internet without having strangers watch everything you do. But notice that SSL only protects your data while it’s on its way. Once the lock box reaches the recipient, It’s easily opened with their key.

This is were E2E comes in. Before placing your data inside SSL’s lock box (whose key the recipient has), you place your data inside your own personal lock box (whose key you keep to yourself). Now your data is inside a lock box inside another.

So even though the recipient is able to open the first lock box, they aren’t able to open your personal one. E2E is stronger than just SSL because it protects your data both in transit, and after delivery—from strangers and the recipient.

SSL is an order of magnitude better than nothing and in many cases, sufficiently secure. But certain cases call for an extra layer of protection. Anytime you cannot or do not want to trust the person or company on the other end of the connection, prefer E2E.

# Encryption in Online Computer Backup

For certain online services, E2E isn’t possible. Any service that requires access to the your original data (online banking for example) cannot use E2E. But for online computer backup, access to your original data is unnecessary.

Being able to see your data doesn’t (or at least shouldn’t) affect an online backup company’s ability to serve you. Their job is to hold on to your data securely and give it back when you request it. Nothing more and nothing less.

E2E and SSL are not the only positions on data privacy a company can take. There are many others in between. One such position that is relevant to computer backup is E2E with shared key ownership. We’ll call this Shared-E2E.

In Shared-E2E, you put your data inside a lock box inside another lock box (just like in E2E). But rather than keeping the key to the inner lock box, you share it with the recipient. So while the recipient still has two boxes between them and your data, they also have the ability to open both of them.

At first, Shared-E2E might sound like it provides no additional privacy over SSL. That isn’t true. For starters, having a second lock box (even if the key is shared) does help. But more importantly, companies who offer Shared-E2E often take special precautions to protect the key to the inner lock box. For example, only trusted admin employees might have access to this key.

# E2E is a Must Have for Backup

Shared-E2E is the most common position taken by online backup companies. For some people, it might be sufficiently private.

But not for us. We believe companies should only have access to the data they absolutely need for service. [Blobbackup](/) uses E2E. Unlike online banking, whether or not we can see your data has little to do with our ability to provide a robust computer backup service. The data in this case are the files on your computer and the key is your login password. No one, not our employees nor hackers can see your computer data without your password.
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You can open the settings window from the Blobbackup control panel
by clicking the Settings button.

![](/assets/images/mac-settings-click.png)

# General Settings

Under the general settings tab, you can change the:


	Computer Name: the identifier for your computer. By default, we pick your computer’s




hostname but you can change this to anything you want. Changing this does not impact
backups at all.
* Backup Schedule: when to run your backups. Automatic (recommended) means Blobbackup will create a
backup every hour. Manual means Blobbackup will only backup when you click the
Backup Now button.
* Max Upload KiB/s: the maximum upload bandwidth allowed. 0 (recommended) means there is no limit.
This can be useful if you have bandwidth limits from your ISP or if you want Blobbackup to use
less bandwidth while running.
* Backup Connected File Systems (only on Mac): by default, Blobbackup does not backup connected
volumes (eg: NAS, Google Drive, Dropbox). Enable this to backup those too.

![](/assets/images/mac-general-settings.png)

# Inclusions Settings

Under the inclusions settings, you can select what folders you want backed up. By
default, Blobbackup backs up everything under “/” on Mac and everything under the
“C” drive on Windows.

Click the Add Folder button to select and add a folder on your computer for backup.
Click the Remove button while selecting an existing folder to remove it.

![](/assets/images/mac-inclusions-settings.png)

# Exclusions Settings

Under the exclusions settings, you can edit what gets excluded from your backups.
By default, Blobbackup excludes the [following](/support/what-is-backed-up).

Click the Add button to add a new exclusion rule. Click the Remove button while
selecting an existing rule to remove it.


	To exclude a folder, add the full path of the folder as an exclusion rule. For example,




if I wanted to exclude my Downloads folder on Mac, I’d add the exclusion rule
“/Users/bimba/Downloads”. And if I wanted to exclude the Downloads folder on my PC,
I’d add the exclusion rule “C:/Users/bimba/Downloads”. Contact [support](/support)
if you have any specific questions.
* To exclude all files with a specific extension, add the name of the extension with
an “*” at the beginning. For example, if I wanted to exclude all files with the “.mov”
extension, I’d add the exclusion rule “*.png”.

![](/assets/images/mac-exclusions-settings.png)
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# What is Blobbackup?

Blobbackup is a tool for backing up your computer. For $9 / month, Blobbackup will backup all user-created data on your Mac or Windows device. (Please note that there is a 2,000 GB limit per computer; we’ve found that this limit is well above what most people need).

Blobbackup creates a mirror clone of the current state of your computer every hour (we call this a snapshot). Snapshots are kept for a year. This means that you can recover deleted files or old versions of files going back as far as 1 year.

# How Do I Start Backing Up?

After [signing up](https://app.blobbackup.com/register) for an account with us, you’ll have to download and install Blobbackup on your computer. You can follow our operating system specific guides here: [Mac](/support/how-to-install-blobbackup-on-mac), [Windows](/support/how-to-install-blobbackup-on-windows). (Please note that Blobbackup has not been [code signed](/support/windows-codesign-warnings) yet on Windows so you might see pop up warnings when installing or running the app).

By default, Blobbackup will backup all user-created data on your computer after installation. If you want to change what gets backed up, you can do so from the app Settings.

# How Do I Restore My Data?

Your data can be restored directly from the Blobbackup app. If you’re trying to restore data to a new or formatted computer, you’ll have to first install Blobbackup. You can follow the restore instructions [here](https://app.blobbackup.com/restore) for details (requires signing in).

Because Blobbackup is [end to end encrypted](/blog/what-is-end-to-end-encryption) with your account password, restores are only possible through the app. We don’t offer restores from the website or via physical hard drive shipment.

# How Do I Transfer My Service to Another Computer?

To transfer service from computer A to computer B, first, restore files from computer A to computer B (using Blobbackup; or other means if computer A hasn’t been compromised). Then install Blobbackup on computer B and start a fresh backup. Finally, delete computer A from your account dashboard so that we don’t bill you for it.

(Please note that doing this will not preserve computer A’s backup history; we’re currently working on making backup histories transferable too).

# How Can I Trust Blobbackup With My Data?

We’ve done a few things to make us more trustable: 1) we’re an [open source](https://github.com/blobbackup/blobbackup) company; all of the code behind our software is available to the public for analysis and audit, 2) we’re [end to end encrypted](/blog/what-is-end-to-end-encryption); we encrypt all computer data with your password so we couldn’t see your data even if we wanted to and 3) we’re simple; we don’t provide unnecessary features or complicated services (we backup your computer securely and that’s it).

If you have more questions, we’d be happy to [answer them](/support).
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By default, Blobbackup backs up everything on your Mac AND everything on any mounted volumes. For example:


	Sync services like Google Drive, Dropbox or Sync.com


	External HDDs and SSDs


	Mounted NAS




To see what volumes are currently mounted, open Finder and press Cmd + Shift + G together. You’ll see a dialog box appear. Type “/Volumes” into that dialog box and click Go.

![](/assets/images/mac-finder-volumes.png)

You will then see what volumes you currently have mounted on your Mac. For example, I have 3 volumes: Macintosh HD (the primary volume on every Mac), my Google Drive, and a NAS (home).

![](/assets/images/mac-finder-volumes-show.png)

If you WANT all of these mounted volumes backed up by Blobbackup, you don’t have to do anything.

If you DON’T WANT some of these mounted volumes backed up by Blobbackup, you can exclude them by adding an exclusion from the app Settings (see below).

To figure out the path you should be using in your exclusions, right click on your volume from the Finder window (shown above) and click Get Info. For example, I clicked Get Info on my Google Drive Volume and saw this.

![](/assets/images/mac-google-drive-get-info.png)

Note the circled “Name & Extension”. In my case, it’s “GoogleDrive”. The path I should add to Blobbackup if I want to exclude a volume will be “/Volumes/(Whatever you see under Name & Extension)” (in my case /Volumes/GoogleDrive).

# Exclude a Mounted Volume

Open the Settings window:

![](/assets/images/mac-settings-click.png)

Under the exclusions tab, click add:

![](/assets/images/mac-exclusions-add.png)

Type the exclusion path you want. For example, I’d like to exclude my NAS (/Volumes/home) so I’ll type that and click Ok.

![](/assets/images/mac-exclusions-add-dialog.png)

Save your exclusions.

![](/assets/images/mac-exclusions-save.png)

You’ll have to restart your backup (if it’s currently taking place) for the changes to take effect. To do this, click the Stop Backup button.

![](/assets/images/mac-stop-backup.png)

That same button will turn into the Backup Now button. Click that to restart your backup.

![](/assets/images/mac-start-backup.png)
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If you have an external hard drive that you’d like backed up along side your computer data, you
can do so using Blobbackup. Note that the total amount of data (between both your computer
and your external hard drive) must not exceed 2,000 GB however.

Open up your settings.

![](/assets/images/mac-settings-click.png)

Go to the inclusions tab and click the “Add Folder” button.

![](/assets/images/mac-inclusions-add.png)

Find your external drive (or the folder within your external drive) that you’d like backed up
in the file explorer windows that appears.

![](/assets/images/mac-inclusions-add-external.png)

Click open and save your setting changes. Your external drive should now be backed up the next time a backup runs.
If you’d like to run a backup immediately, you can do so by clicking the “Backup Now”
button (you’ll have to stop the backup first if it’s already running).

![](/assets/images/mac-start-backup.png)

Once a backup is complete, you can verify that your files have been backed up by clicking
on the “Restore Files” button. You can safely unplug your external hard drive and remove
the inclusion rule from the settings to go back to just automatically backing up your
computer.

![](/assets/images/mac-inclusions-remove-external.png)
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Because Blobbackup handles all encryption on the Mac or Windows app,
you can only change your password from there.

Option 1: From The App Settings

![](/assets/images/mac-change-password1.png)

Option 2: From The Login Dialog

<img src=”/assets/images/mac-change-password2.png” class=”md:w-1/2”>
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Blobbackup requires full disk access on Macs to work. Here is how to grant it.

Open Security and Privacy from your Mac’s System Preferences.

![](/assets/images/mac-settings.png)

Under the Privacy tab, on the left sidebar, find and click Full Disk Access.

![](/assets/images/mac-full-disk.png)

Click the unlock icon on the bottom left.

![](/assets/images/mac-unlock.png)

Click the plus button to add a new application.

![](/assets/images/mac-plus.png)

Select Blobbackup from your Applications folder.

![](/assets/images/mac-add.png)

That’s it! Blobbackup should now have full disk access (you will have to restart the app).
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Open the Blobbackup installer you downloaded (a file ending in .dmg).

<img src=”/assets/images/mac-installer.png” class=”md:w-1/2”>

Drag the Blobbackup app into the Applications folder.

<img src=”/assets/images/mac-drag.png” class=”md:w-1/2”>

<a href=”/support/how-to-grant-full-disk-access-on-mac” target=”_blank”>Grant Full Disk Access to Blobbackup</a> then open Blobbackup from your Applications folder.

![](/assets/images/mac-applications.png)

If you see a pop up like this, click open.

<img src=”/assets/images/mac-code-sign-open.png” class=”md:w-1/2”>

Sign in to your Blobbackup account.

![](/assets/images/mac-login.png)

Click Start Backing Up.

![](/assets/images/mac-welcome.png)

Click Close.

![](/assets/images/mac-started.png)

Finished! Blobbackup will now backup your entire computer to the cloud in the background.

![](/assets/images/mac-main.png)

Note: if you have external drives or a NAS connected that you don’t want backed up, follow this [guide](/support/handling-mounted-volumes-on-mac).
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Open the Blobbackup installer you downloaded and click Next.

Note: If you see a warning when trying to open, see <a href=”/support/windows-codesign-warnings” target=”_blank”>this guide</a> first.

<img src=”/assets/images/win-installer1.png” class=”my-8”/>

Let the installer do its job.

<img src=”/assets/images/win-installer2.png” class=”my-8”/>

Click Finish with Launch Blobbackup checked.

<img src=”/assets/images/win-installer3.png” class=”my-8”>

Sign in to your account.

<img src=”/assets/images/win-login.png” class=”my-8”>

Click Start Backing Up.

<img src=”/assets/images/win-welcome.png” class=”my-8”>

Click Close.

<img src=”/assets/images/win-started.png” class=”my-8”>

Finished! Blobbackup will now backup your entire computer to the cloud in the background.

<img src=”/assets/images/win-main.png” class=”my-8”>
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There are two main ways to restore your data using Blobbackup.

# Restore to the Computer You Installed Blobbackup On

If you need to restore to the computer where you already have Blobbackup installed, follow these steps. This is useful if you accidentally delete / overwrite a file or if you need to access an older version of a file.


	Step 1: Open the Blobbackup control panel.


	Step 2: Click the Restore Files button (see below).


	Step 3: Select the data you want restored.




![](/assets/images/restore-installed.png)

# Restore to a Computer Where You Don’t Have Blobbackup Installed

If you need to restore to a computer where you don’t have Blobbackup installed, follow these steps. This is useful if the computer you had Blobbackup installed on became compromised (eg: hard drive crash, theft, ransomware, coffee spill, etc).


	Step 1: Download and install Blobbackup.


	Step 2: Sign in and click the Restore Files button (see below).


	Step 3: Select the computer you want to restore from.


	Step 4: Select the data you want restored.




![](/assets/images/restore-uninstalled.png)
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The process for updating Blobbackup is the same on Windows and Mac.

Step 1: Download the latest version (requires logging in).

Step 2: Make sure Blobbackup is not currently running on your computer (Click Quit from the menu or system tray to stop it if it is running).

Step 3: Install the newly downloaded version from Step 1.

That’s it! Your app should be updated.
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Blobbackup doesn’t let you reset your password if you forget it. This is by design.

Blobbackup’s design is inspired by password managers. And just like password managers,
Blobbackup uses the “primary” password you create when registering to encrypt your important
data (backups in our case, passwords in the case of password managers).

This means the only way someone can access your data is if they know your encryption
password. We don’t know your encryption password so we can’t access your data or
“reset” your password if you forget it.

Note: you can still change your password as long as you know your current one from
your account’s settings.
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Blobbackup backs up everything on your computer’s primary drive (C drive on Windows and
Macintosh HD on Mac) except files with the following extensions. If you want files with these
extensions backed up, you can update the list from the
exclusions tab under the [Blobbackup settings](/support/blobbackup-settings).


	*.wab~


	*.vmc


	*.vhd


	*.vo1


	*.vo2


	*.vsv


	*.vud


	*.iso


	*.dmg


	*.sparseimage


	*.sys


	*.cab


	*.exe


	*.msi


	*.dll


	*.dl_


	*.wim


	*.ost


	*.o


	*.qtch


	*.log


	*.ithmb


	*.vmdk


	*.vmem


	*.vmsd


	*.vmsn


	*.vmx


	*.vmxf


	*.menudata


	*.appicon


	*.appinfo


	*.pva


	*.pvs


	*.pvi


	*.pvm


	*.fdd


	*.hds


	*.drk


	*.mem


	*.nvram


	*.hdd




# Mac Specific Exclusions

On Mac, Blobbackup also excludes the following folders.
If you want these folders backed up, you can update the list from the
exclusions tab under the [Blobbackup settings](/support/blobbackup-settings).


	/Applications


	/Library


	/Private


	/System


	/bin


	/dev


	/etc


	/net


	/sbin


	/usr


	/home




Note: on Mac, Blobbackup will not backup connected volumes (eg: NAS, Google Drive)
unless the Backup Connected File Systems option is checked under [settings](/support/blobbackup-settings).

# Windows Specific Exclusions

On Windows, Blobbackup also excludes the following folders.
If you want these folders backed up, you can update the list from the
exclusions tab under the [Blobbackup settings](/support/blobbackup-settings).


	C:/Windows


	C:/I386


	C:/RECYCLER


	C:/MSOCache


	C:/Program Files


	C:/Program Files (x86)


	C:/Users/All Users/Microsoft


	C:/Users/All Users/Microsoft Help




Note: on Windows, Blobbackup will not backup drives other than the C drive
unless you explicitly include them from the inclusions tab under [settings](/support/blobbackup-settings).
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Blobbackup has not been code signed on Windows yet. It will be soon. But until then, you may encounter some warnings when trying to install or run Blobbackup. Here is how you get around some of them.

# Windows Smartscreen Warning

If this blue window appears when trying to run Blobbackup, click More Info and then Run Anyway.

![](/assets/images/win-defender.png)
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